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v/ On-manifold = safe queries ; Off-manifold = unusual/unsafe queries

Token-level (GCG) attacks are off-manifold activations in
v/ We leverage diffusion anomaly detection: reconstruction/density based

GLP space. Reconstruction error explodes on the last layer.

In-distribution

1.0 e c |
lhi — hillp <6 osll .
Method AUPRC (1) FPR(]) FNR(]) ‘ i
2 . =i ) Guard-GLP-RE 0.89 0.19 0.15 s o8|l
= o DTE 0.86 0.24 0.16 o
— (xla oo 756?'&) > —> h;, —> g - - _g N\ Guard-GLP-DTE 0.83 0.10 0.43 20'4‘3— Linear Probe (AP=1.000)
In-distribution Transformer S 8 2 Guard-GLP-TE 0.47 0.00 1.00 é-_j: g'uffa":;aGnLLA:;?Aii“gs%)
Layer = m| Linear Probe 1.00 0.00  0.00 72| oree=ossy
( ) E k<! S| 9 DiffMean 0.95 0.0 030 T Gt wemoarn
— Y1,---rIm 2 7 00 02 04 06 08 L
Xtiversgrial o > 95 —> g - > é o T TReant
_ _/ &) =
e =g
j GLP reconstruction error thresholding — best proposed
lg; — Gillp > 6 classifier. Linear probe memorizes token-level features.
Out of distribution
B Standard mm Refusal-Compliance
Multiple formulations of Guard-Generative Latent Priors 0.50- e
. . . . , == , = E 0431 45 28% 42.28%
Consider the diffusion latent: 2, ~ N(\/aT gi, (1 — aT)I) % .
. - Y 0.40 37.74% [
and reconstruction: g; ~ N(Me(zj, T), Eg(zj, T)) ’ w3529
© 0.35 n—
*" |
e Guard-GLP-RE: diffusion reconstruction error thresholding (p=2) 0.30 - NN NN
P SN OO
oc"?\/o \o”’LQO&\“\e ;ﬁog\c& 2 Q{& 00\‘5‘\ >
adv _ A &
" (g5) = Wlg; — g5llp >}
Over-Refusal + Nonsense Rate
B Over-Refusal
e Guard-GLP-DTE: noise posterior, kNN diffusion time estimation %! 0607 o onsense 53.47%
9 0.40
&
a1 Ig: — 9511 U .. o
f*%(g;) = (o} | gj) x o “exp 7 o ) 2 : o wex ) O 17
o | LLLLL
t 9:€kNN(g;) 0.00 - |
6&6"5\8%\ Gfg\ W
. . . . . . O\ ¢ ¢
e Guard-GLP-TE: density estimation as in normalising flows X
sl On manifold steering with GLP allows more stable
f (gj) =1—-pp (gj) ~ 1 — (pz (Z]) | det Jr-1 (gj) D and effective steering vector injection.
Baselines CHALLENGES
»” \Weak whitelist model — WildChat trainin
e Linear probing: *%(g;) = p(Wi™ | g;) = o(W' g; + b) - )
g; - goe »” Limited test set — extend to other attacks
. adv/  \ _ 1 safe | .~ \ ~ 1 ] . . , , ,
e DiffMean: fg5) =1—-p(y;" |g;) = 1 ( 19511 ) ® High variance for density estimation

1] Learning a Generative Meta-Model of LLM Activations. Luo et al. 2026
2] On Diffusion Modeling for Anomaly Detection. Livernoche et al. 2023

M | I aQ Université f'”\

de Montreal




